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\ Theo bao cao cuia Hiép héi An ninh mang quéc gia
cong b6 cudi nam 2024, Viét Nam nam trong nhém

cac qudc gia bi anh hudng nang né nhat béi toi pham mang

it

220 70%

nguiti dung smartphone ngudi dan tiép xdc vdi it nl)ét
thi cé it nhat 01 ngu'di mot cudce goi
trd'thanh nan nhan |Ufa dao moi

1500

vu an lifa dao truc tuyén
dugc xu'ly

phan anh vé lifa dao
truc tuyen dugc ghi nhan
trong vong 9 thang

0 vu bt céc online tif gitfa nam 2024
5 dén gilta nam 2025, trong dé co:

45 nan n'hén nil 05 nan nhan nam
do tuoi tur 18 - 22 do tuoi tir 18 - 22









THU DOAN 1. DE DOA
(THREATS)

St dung ndi sg hai dé ép budc tuan tha 1a mét thi doan phd bién va dé

thuic hién nhét trong cac vu Itfa do trifc tuyén. Be doa thuding duge st dung
ddc lap ngay ti dau hoac xuat hién nhu budc cudi trong chudi thao tung va

du dé, nham ép budc nan nhan tuan theo y muén ctia ti pham.
Cac hinh thiic de doa pho bién

PEDOA
XULY PHAP LY

Mao danh co quan Céng an,

8 at, Toa an... lién hé qua dién

thoai, tin nhan hoac email, théng bao nan
nhan “lién quan

thu tai san nham budc nan nhan chuyeén tién
hoac cung cap théng tin ca nhan.

PE DOA TUNG
HiINH ANH NHAY CAM

Keé x4u du nan nhan gui anh hoac
video nhay cam rdi dung chinh noi
dung do dé de doa sé phat tan 1én
mang hoac guii cho ngudi than, trudng
hoc néu nan nhan khong cung cap
thém hinh anh, video hoac tién bac.

PE DOA BAO LUC

Ké xéu dung théng tin c& nhan thu thap dugc dé de doa sé tim dén
nha, t'nfd'ng hoac nai lam viéc gay hai. Chung thudng dua ra chi tiét
cu thé dé tao cam giac bi theo doi va budc nan nhan phai lam theo

yéu cau.
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THU DOAN 2. THAO TUNG
(MANIPULATION)

Kiém soat cam xtic va hanh vi lau dai la thi doan tinh vi, tap trung vao
viéc kiém soat tam Iy nan nhan dé khién ho phu thudc va mat kha nang
tu quyét. Toi pham st dung cac chién thuat tam Iy phuic tap dé duy tri su

kiém soat lau dai

TAO SUPHU THUOC
DUA RA GIAI PHAP

GAY NGHINGO VA LUNG TUNG

Toi pham khién nan nhan nghi ngd chinh suy a i n ’ij”gh h:déth:irghg&i
nghi va nhan thic ctia minh bang cach cung cap - L ©0 dons bo ENINEG ey °
théng tin map md, sai léch hoac mau thuan. nang. Nhifng huding dan nay khien nan nhan tin rang

. . . . ho phai phu thudc vao ké xau dé “giai quyét van de”.

SUDUNG
DUA RA GIAI PHAPGIA TAO TRAUMA BONDING

Toi pham goi y nhiing giai phap Toi pham xen ké gitfa hanh vi ép
nghe cove hgp Iy r g thuc chat budc va cti chi than thién, nhu
1a cai bay, nhuyéu cau nan nhan khen ngai, to ra thau hiéu hoac
chuyén tién dé "bao toan tai san", hifa hen hé trg, dé tao méi lién két
quay video nhay cam dé "chiing cam xuc doc hai.
minh v t ac gill bi mat tuyét

@i dé "bao vé an toan".



THU DOAN 3.DU DO
(LURING/GROOMING)

Xay dung long tin dé tiép can du db 1a quatrlnh toi pham xay dLrng long tin véi
nan nhan, dac biét 1a tré em va thanh thiéu nién, dé dan dét ho vao cac
hanh vi nguy hiém. Nan nhan, d&c biét la thanh thiéu nién c6 thé da dudc
hoc “dé phong” nguidi la nhung lai khong biét cach dé xi7 Iy mot “nguisi la
than thién" kién tri theo dudi du dé. Tha doan nay thudng kéo dai va dua trén
nhiing tac dong tam ly tinh té, bao gom:

. . DUDOBANG
DU DO BANG LGOI iCH TINH THAN
VAT CHAT i pham dong vai ngudi ban than

. p - N ngu’d yéu ly tuongh C
Uil L G Vvan, luén lang nghe

! khof”‘” game cao cap, hiéu va khen nggi nan nhan.
hoac CY hai viéc lam “nhe Chuing tao cam giac gan giii bang
, “luong cao” dé thu hut cach chia sé sa'thich, cau chuyén
nan nhan. ca nhan gia tao, hoac té ra dong
cam véi khd n clia nan nhan.

THUCPAY
HANH VINGUY HIEM

Sau khi tao long tin, k& xau dan
yéu cau nan nhan gui anh nhay
cam, goi video riéng tu hodc
gap tryc tiép, dung 16i hia hen
hay ap Iyc tinh cam dé ép nan
nhan lam theo.
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THUDOAN 4.
NHUNG DAU HIEU TU BEN TRONG

Thu doan Iia dao luén thay doi va dugc “bién tau” lién tuc, tham chi két
hgp nhiéu chiéu tro ct — m_c'ﬂ. BDiéu nay cho thay: chi d‘u’a vao nhiing dau
hiéu bé ngoai la chua du dé nhan dién Itfa dao truc tuyén.

DU hinh thiic ¢6 khac nhau, ban chét hanh vi ctia ké Itia dao lai rét gibng
nhau. Chl'nh‘nhu’ng dau hiéu “bén trong” nay mdi la manh ghép quan
trong ma nhiéu ngudi thudng bé quén.

Ba dau hiéu c6t16i gitip ban nhan ra minh hodc ngui than co dang rai vao
tién trinh tr¢ thanh nan nhan cua Ita dao truc tuyén hay khong.

SO HAI
Sg bi xam pham an toan
canhan
Sgmat tai san hoac cad hoi

PONG TiNH

Chap nhan qua tang khong
ré nguon goc

Bao vé hoac bién minh cho
t6i pham

Im lang trudc hanh vi sai trai
Tu trach moéc va db 16i cho
ban than minh

Phan ting hoang loan
truGc thong tin tif ngudi la
Sa bi béu xau hoac mat

ly moét cach tiéu cuc
TIN MU QUANG

Lam theo chi dan khéng do dy
« Bo qua ldi khuyén ti ngudi than
« Bétthuing trong hanh vi

« Che gi&u hanh vi ctia ban than



| BIKIP
| AN TOAN TRE
KHONG/GIAN MA
DANH CHO HOC SINH




TRUY CAP AN TOAN

Khong chap nhan 181 méi tif ngudi la va
1uén kiém tra URL truc khi nhap thong
tin. Tranh tham gia c4c group, phong
chat hay Zoom khéng rd nguén goc vi
dé dan dén bay du d6. Mang xa hoi va
game online chi thuic sy an toan khi dat
ché do riéng tu cao nhat.

Meo cai dat bao mat:

«  Thiétlap mat khau gébm ca ky tu
s6, chifthuiging, chit hoa va céac ky
ty dac biét.

« Datcau hoibao mat.

«  SUdung cac mat khau khac nhau.

«  Batché do canh bao khi cé thiét b
la dang nhap

LANH MANH

Mang xa hoi cé nhiéu ban bé &o,

nhuing cha me, thay ¢6 va ban

than mdi la chd dya that su. Hay

két ndi, chia sé véi ho vé nhiing

trai nghiém online, ké ca tin nhan

la hay 16T m&i két ban dang nga.
quan hé lanh manh gitp cam

thay an toan va K i co

trudc cac chiéu tro truc tu

TRANG BI KIEN THUC,
KYNANG SUDUNG
INTERNET

XAY DUNG MOI QUAN HE

CHIA SE AN TOAN

Khoéng quay video hay chup anh
theo yéu cau clia ngudi la, dac
biét la anh nhay cam. Khong bat
camera trong Itc riéng tu. Luén
kiém soat thong tin clia ban
than, khéng chia sé hinh anh, s6
dién thoai, dia chi hay chuyén
ca nhan trén mang. Néu ai do
yéu cau gilr bi mat, hay chia sé
ngay véi cha me, ngudi than
hozc ban bé quen biét.
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Khong két ban

Khong cong

khai s6 dién hogc tra I6i tin Néu ai do yéu cau
thoai, dia chi nhan tif ngudi giil bi mat vé tro
nha, CCCD hay khong quen chuyén hoac quan
théng tin riéng tu’ ngoai doi. Kiem hé online, hay
trén mang. Chi tra danh tinh: ho canh giac va bao
chia sé nhiing gl c6 ban chung ngay cho b me
that sy'mudn hay dai dién hoac ban bé than.
moi Ngud biét. thatkhong?

@1
06

Chidang anh hoac
livestream khong
tiét 16 dia chi,
triong hoc hay
thong tin ca nhan.

@2
@7

Két ban véi b6 me
trén mang xa hoi,
chia sé chuyén
vui va bao ngay
néu gap tin nhan
la. Giadinh la “la
ch&n” manh nhét.

3
e8

Néu nhan tin de
doa hoac cam
thay hoang mang,
hay ding lai, hit
thd'sau, chup man
hinh lam bang
chuing vahéiy
kién nguidi I6n
dangtin.

NIEM
TIN
s@

Khong quay
Trgnh "“.y cap video h%\;lch?:p
chatidooma avisne L
nguioi fa, di ho r:zleﬁgﬂ:‘nﬁti
hifa tang qua hay ngayyva )
tai khoan game. S
nguoi than.

04
@9

Tif chdi qua tang,
tién, vat pham tof
nguoi la. Khong gap
ngudi quen online
mot minh, luén cé
nguoi Ién di cung &
naoi cong cong.

05
10

Chan tai khoan
dang ngo, bao lén
nén tang
(Facebook, Zalo,
TikTok) va goi cd
quan chiic nang
néu cam thay nguy
hiém. Ban khong
bao gid don doc.




CUU SINH

N




Khi ban rgi vao tinh hudng nguy hiém trén khong gian
mang diing quén ring chung ta luén c6 hai chiéc phao

Gia dinh, y 6i va hanh dong kip thai chinh la
ban be, chia khoa dé pha v& vong vay co lap ma
ngudi than bon Iifa dao giang ra.

Tim kiém sy h6 trg ngay tif cd quan céng an
dia phu’dng, nha truong, 'hoéc chuyén gia tam
ly qua Tong dai: 111 dé dudc hudng dan khi

ban roi vao nguy hiém qua khong gian mang.









